MHOOPMALMUOHHAA NAMATKA ANA OBYYAKOLWUNXCA.

C kaxabIM rogoMm MONoLeXun B MHTEpHETE CTaHOBUTCA bonble, a WKONbHUKW OA4HW
N3 cambiX aKTUBHbIX Nonb3oBaTenen PYHeTa. Me»q:,y TEem, NOMMUMO OrpoOMHOro
KONU4YecTBa BO3MOXHOCTEWN, UHTEPHET HECeT U I'1p06ﬂeMbI. 3Ta namATKa AOMKHA
nomodb Tebe BezonacHo HaxoaMTbLCHA B CETH.

KomnbroTepHbie BUPYCbI

KoMnbioTEpHbI BUPYC - 9TO Pa3HOBUAHOCTb KOMMNbIOTEPHbIX NpOrpamMm,
OTNUYUTENBHON OCODEHHOCTLIO KOTOPOI ABNAETCS CNOCOBHOCTL K pa3MHOXeHWo. B
[AONONHEHNE K 3TOMY, BUPYCbl MOTyT NOBPEAUTb UMK NOMHOCTBIO YHUYTOXUTL BCE
annbl 1 AaHHble, NOAKOHTPOSbHbIE NONb30BATENI, OT UMEHW KOTOpOro Obina
3anylleHa 3apa)KeHHas nporpamma, a Takke NoBpeauTb UNu Aaxe YHUYTOXUTb
onepaLnoHHY CUCTEMY CO Bcemu dhannamm B uenom. B bonblumHcTee criy4yaes
pacnpoCTPaHATCA BUPYCbl YEPE3 UHTEPHET.

MeToAbl 3aWMUTLI OT BPEAOHOCHLIX NPOrpamm:

1. Vicnonb3yit COBPEMEHHbIE ONepaLMOHHbIE CUCTEMbI, UMEOLLNE CEPbE3HbIA
YPOBEHb 3aLWTbl OT BPEAOHOCHbLIX NPOrpamMm;

2. MNMocTosHHO ycTaHaBnmean na4ytu (Ungposbie 3annaTku, KOTOpble aBTOMaTUYECKN
yCcTaHaBnNMBalTCA C Lenbio AopaboTkn nporpammel) U Apyrue obHoBNeHNa cBoen
onepaunoHHon cuctemsl. Ckaymeai ux TONbKO C ohuumanbHOro canTta paspaboTyuka
OC. Ecnu cywecTtsyeT pexumMm aBToOMaTU4YecKoro 0BOHOBNEHUA, BKMKOYK €ro;

3. PaboTait Ha cBOEM KOMNbIOTEpPEe Noj NpaBaMu nonb3osaTtens, a He
agMUHUCTpaTopa. 3TO He NO3BONUT BONBLLINHCTBY BPEAOHOCHbLIX NporpamMm
MHCTaNIMpOBaTbLCA HA TBOEM NEPCOHANBHOM KOMMbIOTEPE;

4. Ncnonb3yi aHTUBMPYCHbIE NPOrpamMmMHble NPOAYKTbl U3BECTHLIX NPOU3BOAUTENEN,
c aBTOMaTuyeckmm obHoenexHvem 6as;

5. OrpaHnyb hUan4ecknin 4oCTyn K KOMNbIOTEPY ANA MOCTOPOHHUX NUL,

6. Micnonb3ayi BHELWHWE HocuTenu nHdopmaumm, Takme kak pnewka, Auck unu dann
N3 MHTEpPHeTa, TOMbKO U3 NPOBEPEHHbIX UCTOYHUKOB,

7. He oTkpbiBa KOMNbOTEPHbIE hannbl, NONYyYEHHbIE U3 HEHAOEXHbIX NCTOYHUKOB.
[axe Te dhannbl, KOTOpble Npucnan TBOW 3HAaKOMbIA. Jlydlle yTOYHW Y Hero, oTnpaensan
nv oH Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He BuA nepefayv faHHblX, He TEXHOMNOrMA, a Bcero nuwbs Bpexp, mapka.
Ewe 8 1991 rogy HuaepnaHackas komnaHus sapernctpuposana 6perng "WECA", yto
obosnavano cnosocoyetaHue "Wireless Fidelity", koTopbin nepesoanTca Kak
"GecnpoBogHas TOMHOCTbL'.

[o Hawero BpemeHu gowna gpyras abbpesunaTtypa, KoTopas ABNAETCA Takon Xe
TexHonorven. 3to abbpesunatypa "Wi-Fi". Takoe HasBaHue ObINoO 4aHO C HAMEKOM Ha
CTaH4apT BbiCLUen 3BykoBoi TexHukn Hi-Fi, 4To B nepesose o3HavaeT "BbiCoKas
TOYHOCTB".

[a, BecnnaTHbIA MHTEPHET-AO0CTYN B Kade, OTeNsx u asponoprax ABNAETCS
OTNWYHOW BO3MOXHOCTbLIO BbIXOAA B MHTEPHET. HO MHOrMe aKCnepThbl CYUTAIOT, YTO
obuwepnoctynHole Wi-Fi ceTn He sBnatoTca BesonacHbIMU.



CoBeTbl No 6e3onacHocTu paboTkl B obwenocTynHbix cetax Wi-fi:

1. He nepenasai CBOK NU4YHYIO nHdopmauuio Yepes obegoctynHolie Wi-Fi ceTu.
PaboTtas B HUX, )xenaTenbHO He BBOAWTbL NAaponu A4OoCTyna, NornHbl U Kakne-To Homepa,

2. Mcnonb3ay n 06HOBNSIN aHTMBMPYCHbIE Nporpammbl u 6paHamayep. Tem cambiM
Tbl 06e3onaculb cebs oT 3akadku BUpyca Ha TBOE YCTPOUCTBO;

3. Mpwu ncnonb3oeanum Wi-Fi oTknioum dyHkumio "OBwuin gocTyn K dpannam u
npuHTepam". [laHHas yHKUMA 3aKpbiTa N0 yMONYaHWIo, OAHAaKO HEKOTOpPbIE
nonb3oBaTenu akTUBMpYIT ee aAns ygobcTea ncnons3oBaHus B pabote unu y4ebe;

4. He ncnonbayn nybnuynbin WI-FI gns nepegavyn NUYHbIX AaHHbLIX, Hanpumep Ans
BbIXOAa B COUManbHble CETU UMK B ANEKTPOHHYIO NOYTY;

5. Wcnonk3yit Tonbko 3awmweHHoe coeaunermne Yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca Beogn nmeHHo "https://",

6. B MmobunsHoM TenedoHe oTknoum dyHkumto "MoaknoyeHune K Wi-Fi
asTomaTtumyeckn'. He gonyckam agTomaTM4eckoro NoAKMYEHUs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTu

CoumnanbHble ceTh akTUBHO BXOAAT B HALUY XW3Hb, MHOTME NI0AKM paboTaloT v XUByT
Tam NoCcTosHHO, a B Facebook yxe 3apernctpupoean munnuapa Yenosek, 4YTo
ABNAETCA OHOM CEeAbMON BCeX utenen nnaHetsl. MHorne nonb3osarenu He
NOHWMAIOT, YTO UHPOPMALMA, pasMeELLEHHAR UMW B coLnanbHbiX CETAX, MOXeT DbITb
HavaeHa n NCnonb3oBaHa KeM yrogHo, B TOM Yyucne He obsizatenbHo ¢ bnarumu
HaMEpPEeHUAMMU. '

OcHOBHbIe cOBeTbl N0 6€30NacHOCTU B COUMArNbHbIX CETAX:

1. OrpaHunyb cnucok apysen. Y 1eba B Apy3bsax He 4OMKHO ObiTb CnyYanHbiX 1
HEe3HaKoMbIX Noaen;

2. 3awman cBO YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, gaty
TBOEr0 POXAEHWUA N APYTYIO NUYHYIO MHDOpMaLno. 3n0yMbILLNEHHUKN MOryT
ncnonb3oBaTth Aaxe MHOPMaUno O TOM, Kak Tbl U TBOW pOoaUTENN NNaHUpyeTe
NPOBECTUN KaHWKYMbI;

3. 3awuan CBOK penyTauuio - AepXuK ee B YNCToTe 1 3aaaBan cebe sonpoc: xoTen
Bbl Thl, YTOOBI APYrKe Nonb3oBaTenu BuAenu, 4YTo Thbl 3arpyxaelb? MNogymai, npexae
4yem 4TO-TO onybnukoBaTh, HanucaTb U 3arpy3nTb,

4. Ecnu Tl roBOpULLb C NOALBMMW, KOTOPbIX HE 3HAELb, HE UCNONb3yi CBOE peantHoe
UMS 1 APYTYHO NUYHYI0 MHGOPMaUUn: UMS, MECTO XWUTENbCTBA, MecTo y4ebbl U npoyee;

5. N3berair paameLyeHnsa doTorpacduin B UHTepHeTe, rae Tbl M3obpakeH Ha
MECTHOCTM, N0 KOTOPOMN MOXHO ONpeaennTb TBOE MECTONOMNOXEHNE;

6. Mpw perncTpaunmn B counanbHon cetn HeobxoaMmMo UCNONb30BaTh CNOXHbIE
naponu, coctosAwme n3 Byks v UMdp 1 ¢ KONUYECTBOM 3HAKOB HE MeHee 8;

7. Ansa coumanbHOW ceTh, NOYTbl U ApYrnx canToB HeobxoAUMO UCnonb3oBaTh
pasHble naponu. Torga ecnu Teba B3NOMatoT, TO 3N0YMbILLUNEHHUKWM NoNy4aT AoCTyn
TONLKO K O4HOMY MECTY, a He BO BCe cpasy.

ONeKTpPOHHLIE AEHbLIU



OneKTpoHHbIe AeHbIN - 3TO 04eHb yA0BHbBIN cnocob nnaTexen, oAHaKo CyLLeCTBYOT
MOLUEHHUKWN, KOTOpbIE XOTAT NONYYUTL 3TV OAEHbBIV.

aﬂel(TpOHHble AEeHbr NoOABUNNCbL COBCEM HEOQABHO N MMEHHO MN3-3a 3TOr0 BO MHOMMX
rocygapcrteax 4o CuX nop He nponncaHo Npo HUX B 3aKOHax.

B Poccuu e oHW dYHKLUMOHUPYIOT U O HUX YXXe NponnucaHo B 3aKoHe, rae ux
pasfensloT Ha HeCKONbKO BMAOB - @aHOHUMHbIE U HE aHOHWMHbIE. PasHuua B TOM, 4YTO
aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peluaeTcs NpoBoAUTL onepauumn tes
naeHTuduKaunn NonbL3oBaTens, a B HEaHOHUMHbIX WAEHTUUKAUNA NoNb3oBaTens
ABnseTca obasaTenbHON.

Takke cnegyeT pasnuyaTh ANEKTPOHHbIE (PUaTHbIE AeHbMM (PaBHbI
rocyfapcTBeHHbIM BanoTaM) U 3NeKTPOHHbIe HednaTHbIe OEHbIN (He paBHbI
rocyaapCTBEHHbIM BaNTam).

OcHoBHbIe coBeThbl N0 6e3onacHon paboTe ¢ 3NIeKTPOHHLIMWU A€HLraMu:

1. MpuBsxun kK cHeTy MoBunbHbIN TenedoH. 370 camblil yAoOHbIA 1 BbICTPbIN cnocob
BOCCTAHOBUTL AOCTYN K cyeTy. [punBA3aHHbIil TenedoH nomoxeT, ecnv 3abyaelb CBOK
nnaTexHbIN Napons UK 3anfellb Ha canT C He3HaKkoMOro yCTpOWCTBa,

2. Vicnonbayin ogHopasosble naponu. Mocne nepexoda Ha yCUNEHHY0 aBTopU3auuto
Tebe yxe He ByaeT yrpoxaTh ONacHOCTb KpaXu N Nnepexsarta NnaTexHoro Napons;

3. Beibepun cnoxHbin napons. MNpecTynHukam ByaeT He NpocTo yragaTh CNOXHbLIN
napone. HagexHble naponu - 3To Naponu, KOTOpPbIe CoaePKaT He MeHee 8 3HakoB 1
BKNIOYAIOT B ceBs CTPOYHbIE N NponUCHble BykBbl, UMdPbI U HECKONBKO CUMBOOB,
Takue Kak 3HaK gonnapa, dyHTa, BocKnyuaTenbHbln 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMUYHbIE OAHHbIE HA CalTax, KOTOPbIM He AOBepSELUb.
ONeKTpOHHas noyTa

OnekTpoHHas NoyTa - 3TO TEXHONOTNS U NPEAOCTaBNAEMbIE €10 YCNYr NO NepeckInke
N NONYYEHWIO ANEKTPOHHbBIX COODLLEHWNIA, KOTOPLIE pacnpeAenatoTCs B KOMNbIOTEPHOW
ceTn. OBbIYHO 3NEKTPOHHbLIN NOYTOBLIN ALWMK BbIMMAAMT cnegyowmm obpasom:
UMA_nonb3oBaTtens@uma_AomeHa. Takke KpoMe nepegadun NpocToro Tekcra, MMeeTcs
BO3MOXHOCTb NepenasaTth annsl.

OcHoBHble coBeThbl No 6e3onacHon padboTe ¢ INEeKTPOHHOW MNOYTOMN:

1. Hapo BbiDpaTth NpaBuribHbIN NOYTOBLIN CEPBUC. B NHTEpHETEe eCcTb OrPOMHBbI
BbiDOp BecnnaTHbIX NOYTOBbLIX CEPBMCOB, OQHAKO Ny4ylle AOBEPATb TEM, KOro 3Haellb U
KTO NepBbIA B pENTUHTE,

2. He ykasblBan B NMYHON NoYTe NUYHY0 MHpopmauuio. Hanpumep, nyyiwe BblibpaTb
"My3blkanbHbI_thbaHat@" unu "pok2013" BmecTo "temal3";

3. Wcnonb3y ABYX3aTanHyo asTopuayunto. 3To korga noMMMO Napons HYXXHO
BBOAVTL KOA, Npucbinaemsiin no SMS;

4. Bbibepu cnoxHbiin naponb. [Ins Kaxaoro noYToBoro Awuka omkeH BbiTh cBOM
HaOeXHbI, YCTONYUBLIA K B3NOMY Naponb;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CaMmoMy CBOW NUYHbIA BOMPOC, UCNONb3YW 3Ty
BO3MOXHOCTb;



6. Micnonb3yih HECKONBKO NOYTOBbLIX AWMKOB. [1epBbi ANSA YacTHOW Nepenuckn ¢
agpecaTamu, KOTOpPbIM Thl AOBEPSAELb. DTO 3NEKTPOHHbIA agpec He Haao
MCNoNb30BaTh NPU perncTpaymmn Ha opymax n canrax;

7. He oTkpbiBai pannbl n Apyrue BNOXeHWUS B NUCbMax, Aake ecn OHW NpUWnu ot
TBOMX Apy3e. Jlyylle yTOYHM Y HUX, OTNPaBnanu Ny oHn Tebe aTun dannsl;

8. NMocne okoH4YaHuA paboThl HA NOYTOBOM CEpPBUCE Nepen 3akpbITUEM BKNaLKN C
canTom He 3abyab HaxaTb Ha "Beintun'".

KuGepOynnuHr unu BuptyanbHoe usgeBatenbCTBO

KnbepbynnuHr - npecnefoBaHve cooblieHnsMu, cogepxallmmn ockopbnexus,
arpeccuto, 3anyrmBaHue; XynuraHcTeo; coumanbHoe BoNKoTUpOBaHNE C NOMOLLbIO
pa3nuYHbIX UHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl No bopb6e ¢ KNGepOyNnNIUHrom:

1. He ©pocaitca B Ooi. Jlydwmin cnocod: nocoBeToBaTbCA Kak cebs BeCTU U, ecnin HeT
TOro, K KOMY MOXHO 0BpaTUTLCSH, TO BHA4Yane ycnokouTsCsa. ECnn Thl HaYHELb
0TBEYaTb OCKOPONEHNAMMN Ha OCKOPONEHNA, TO TONMbKO eLe BonbLue pasoiokeLlb
KOHPIUKT;

2. YnpaBnan ceoen knbeppenytaunen;

3. AHOHUMHOCTb B ceTU MHMMas. CyLecTBYOT CNocoDbl BBIACHUTL, KTO CTOUT 3a
aHOHUMHbIM aKKayHTOM;

4. He cTouT BECTK XynuraHckuin obpas BupTyanbHOWN xu3HW. VIHTepHeT dukcnpyet
BCE TBOW AEUCTBUSA U COXpaHSeT ux. YoanuTb nx byaeT KpanHe 3aTpyaHUTENbHO;

5. Cobntogai cBOK BMPTYyanbHYO YeCTb CMOMoAy,

6. UrHopupyi eanHu4YHbIn Heratus. OaHopa3soBble ockopbuTenbHble coobLueHns
nyywe urHopuposaTk. OBbI4HO arpeccus npekpallaeTca Ha HavyanbHoWn cTaguu,

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COODLLEHAMK, B
counanbHbIX CETSX ECTb BO3MOXHOCTb BDNOKMPOBKW OTNPaBKN COOOLEHNI C
onpefeneHHbIX agpecos;

8. Ecnu bl cBuaeTens knbepbynnuira. TBou OENCTBUS: BbICTYNUTb NPOTUB
npecnegoBaTtens, nokasaTb eMy, YTO ero 4eiCTBUS OLEHUBAIOTCA HEraTUBHO,
nopAepaTh XKepPTBY, KOTOPON HyXHa NCcMxonornyeckas noMoLLlb, COOBLNTL B3POCNbIM
0 (hakTe arpeccuMBHOro NOBEAEHUA B CETH.

Mo6unbHbIK TenedoH

CoBpeMeHHble cMapTdoHbl U NNaHWeThl cogepxaT B cebe BnonHe B3poCnbli
YHKUMOHAN, 1 TeNepb OHU MOTYT KOHKYPUPOBaTL CO CTALMOHAPHLIMW KOMNbIOTEPAMM.
OpHako, cpencTs 3aWwnTel ANSA NoA0OHbLIX YCTPOWCTB NOKa o4YeHb Mano. TecTupoBaHve
W NOUCK YA3BMMOCTEN B HUX NPOUCXOANT HE Tak WHTEHCUBHO, Kak ans K, To xe camoe
KacaeTcs U MODUNBbHBIX NPUNOXEHWUA.

CoBpeMeHHble MOBUnbHbIe Bpay3eps! y>Ke NPakTUYECKW AOrHanu HacToNbHbIE
aHanorun, ogHako paclumpeHue yHkumMoHana sneveT 3a cobon DoNbLUYO CMOXHOCTL U
MEHbLLYIO 3aLUWULLEHHOCTb.

[aneko He BCe NpOM3BOAUTENMN BbiNycKatoT 0OHOBNEHUA, 3aKpblBatoLLmMe
KpUTUYEeCKne YA3BMMOCTW ANS CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6ezonacHocTn MobuneHoro TenedoHa:



Huyero He siBNAETCSA No-HacTosiwemy BecnnaTHbiM. Byab ocTopoXeH, Beap Koraa
Tebe npeanaraloT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAKMe-TO NnaTHble
ycnyri;

[ymaw, npexge 4em otnpasnte SMS, doTo unn Buaeo. Thl TOYHO 3HAELWb, r4Ae OHK
ByayT B KOHEYHOM UTore?

Heobxoanmo 0BHOBMATE ONEPALUMOHHYHK CUCTEMY TBOEro cMapTdOoHa,
cnonb3yi aHTMBMPYCHbIE NpOrpamMmel ANs MOBUNbHbIX TENedoHOB,

He 3arpy>+<a|71 NPUNOXEHNA OT HEM3BECTHOINO UCTOYHWKA, BEOb OHW MOTYyT COOEpXaTb
BpedoHOCHOe nporpaMmmHoe obecneveHue;

Mocne Toro Kak Tl BbINAELLb C CailTa, rae BBOAUN NUYHYIO MHpopMauuto, 3ainaun B
HacTpomnku Bpaysepa u yaanu cookies;

Mepuoanyeckn NpoBepsil, Kakme nnaTHbIe YCnyr akTUBMPOBaHbLI HA TBOEM HOMEpE;

NaBsait cBon HoMep MOBUNbHOro TenedgoHa TONbKO NMASM, KOTOPbIX Thl 3HaELb W
KOMY AOBEpPAELLb;

Bluetooth gomkeH ObITb BBIKNKOYEH, KOraa Tel UM He nonb3yellbes. He 3abbigant
WHor4a NpoBepATh 3TO.

Online urpsl

CoBpeMeHHbIe OHMaNH-Urpbl - 3TO KPACoYHbIE, 3aXBaTbiBalOLLME pa3BeyeHuns,
06beAVHAIOLLNE COTHN ThICAY YENoBeK No BceMy mupy. Mrpokun nccneaytot AaHHbIn um
MUp, OBLLAIOTCA APYr C APYTOM, BbINOMHAOT 384aHNUSA, CPaXakoTCsH C MOHCTPaMU 1
nony4aloT onbIT. 3a yAOBONLCTBUE OHW MNATAT: NOKyNatoT AUCK, onnaymsaroT
aboHEeMEeHT 1nu NpuobpeTaloT Kakue-To onuuim.

Bce aTn cpeacTea vayT Ha noggepXxaHve n passUTUE UIPbl, @ TaKKe Ha camy
D©e30nacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbBI aBTOPU3aLNK, BbINYCKAKTCA HOBbIE NaT4u
(uMdpoBbIE 3annaTku ANA NpOrpaMm), 3aKpbiBaKOTCA YA3BUMOCT CEPBEPOB.

B nonobHbIx nrpax CTouT onacaTbCA He CTOMbKO CBOWX CONEPHUKOB, CKOMNbKO KpaXu
TBOEro Naponsd, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpPU3aL BonbwnHCTBA urp.

OcHOBHble coBeThI No 6e30nNacHOCTU TBOEro MIrpoBOTro aKKayHTa:

1. Ecnu apyron nrpok BegeT cebs nnoxo unu cosnaet Tebe HeNpUATHOCTH,
3abnNoOKMpYN ero B CNUCKe UrPOKOB;

2. Moxanynca agMUHUCTPATopam Urpbl Ha NOXoe NOBEAEHWe 3TOro UIpoKa,
XenatenbHo NPUNOXNTL Kakne-To AoKasaTenbcTea B BUAE CKPUHOB,

3. He ykasbiBan Nn4Hyto nHgopmauuio B npodanne urpbl;
4. Ysaxaw Opyrux y4acTHUKOB Mo wUrpe;

5. He yctanHaBnuean HeouumansHbie natin U MoAbl;

6. Wcnonb3yi cnoxHble 1 pasHble naponu,

7. [axe BO BPEMS UIPbl HE CTOUT OTKMOYaTe aHTUBMPYC. [oka Tbl Urpaellb, TBOK
KOMMNbIOTEP MOryT 3apasnThb.

DOUWKNHT UNK KpaXa NMUYHBIX AaHHBIX



OBbI4HOM KpaXken AeHer N LOKYMEHTOB CErofHs y>Xe HUKOro He yANBULLb, HO C
Pa3sBUTMEM UHTEPHET-TEXHONOTUIA 3NOYMbILLNEHHUKN NepPEMECTUNNCE B MHTEPHET, U
NPOAOMKAIOT 3aHMMaTLCA "NobumsiM" genom.

Tak nosBUNack HOBas yrpo3a: MHTEPHET-MOLLEHHNYECTBA NN PULLIKHS, rMaBHas
Lefb KOTOPOro COCTOUT B NONMYYEHUM KOHDUAEHUMANbHbIX AaHHbIX NONb3oBaTENEN -
NnormHoB n naponen. Ha aHrnuitckom a3bike phishing yntaetcs kak douwmHr (ot fishing -
pbibHas noens, password - napons).

OcHoBHble coBeTkl N0 bopbbe ¢ hUWNHIoM:

1. Cneaw 3a CBOUM akkayHToOM. Ecnu Tel nogo3peBaellb, YTO TBOA aHkeTa dbbina
B3fnoMaHa, To Heobxoanmo 3abnokuposaTs ee 1 coodbLWNTb agMUHUCTPATOpaM pecypca
00 3TOM Kak MOXHO CKopee;

2. Ucnonb3ayit 6e3onacHble Beb-canTbl, B TOM Yucne, UHTEpHET-MarasmHoB 1
NMOUCKOBbIX CUCTEM;

3. cnonb3yi CnoXHble 1 pasHble naponu. Takum obpasom, ecnu Teba B3NoMaroT, To
3MOYMbILLMIEHHUKN Nony4aT AOCTYN TOMLKO K OQHOMY TBOEMY Npounio B ceTH, a He Ko
BCEM,;

4. Ecnn Teba Banomanu, To Heobxoaumo npegynpeanTs BCEX CBOMX 3HAKOMbIX,
KoTopble gobasneHbl y Tebs B APy3baX, O TOM, YTO Te6s B3NOManu 1, BO3MOXHO, OT
TBOEro UMeHn ByaeT paccbinaTbCa Cnam v CChINKU Ha PULLNHIOBbLIE CalThbl;

5. YctaHoBu HagexHbin naponbk (PIN) Ha MoBuneHbIn TenedoH;
6. OTkNOYN coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannel n gpyrue BroOXeHWsa B NUCbMax, Aaxe ecnv OHW Npuwnn ot
TBOWUX Apy3ei. Jlydlie yTOMHW Y HUX, OTNpaBnanu nu oHu tebe atn dannsl.

LncdpoBas penyTauua

Linchposas penytaums - aTo HeraTUBHaA UK NO3UTUBHAA MH(POPMaLUA B CETU O
Tebe. KomnpomeTupyowas nHopmauns, pasmeLieHHan B MHTEPHETE, MOXET
cepbesHbiM 06pa3omM 0TpasnTbLCA Ha TBOen peanbHon XusHu. "Lindposas penytaums” -
3TO TBOV MMWUIAXK, KOTOPbIA hopMUpyeTca 13 nHopmayum o Tebe B UHTepHeTe.

TBOE MECTO XUTEnbCTBAa, yuebbl, TBOE (PUHAHCOBOE NONOXEHNE, OCOBEHHOCTH
xapaktepa u pacckasbl 0 BNU3KMX - BCE 3TO HAKaNNUBAETCA B CETU.

MHorme nogpoCTKN NErKOMbICNEHHO OTHOCATCA K NyGnukauuu nu4Hoin nHopmaumm B
NHTepHETE, HE NOHMMAas BO3MOXHbIX NOCNeACTBUA. Thl Aaxe He CMOXeLlb AoragaThCs
0 TOM, YTO hoTorpadus, pasmeLleHHas 5 neT Hasag, ctana NPUYNHON OTKa3a NPUHATL
Tebs Ha pabory.

KommeHTapun, pasmelleHune TBoux otorpacdui u Apyrine 0eicTBUA MOryT He
NCYE3HYTb [a)Xe Nnocne Toro, kak Tel UX yAanulb. Thl HE 3HaelWb, KTO COXpaHUn aTy
nHdopMauVWIo, nonana nu oHa B NOUCKOBbIE CUCTEMbI U COXpaHunack N OHa, a
rmaBHOE: YTO NoAyMatoT 0 Tebe oKpyxatoLme nogun, KoTopble HanayT 1 YBUAAT 3TO.
HainTn nHhopmaumo MHOTO neT CnycTs CMOXeT Nbow - Kak 13 A00pbIX NODYKAEHWA,
Tak U C HAMEPEHNEM NPUYNHUTL BPEA. ITO MOXET ObiTb KTO YroaHo.

OcHOBHble COBeThbI NO 3awuTe UUPPOBON penyTaumnu:

1. Moaymait, npexae 4Yem 4to-To nybnvkosBaThk U NepenasaTk y cebs B Gnore unu B
coumnanbHOW ceTu;



2. B HacTponkax Npotunst yCTaHOBW OrpaHU4eHns Ha NPOCMOTP TBOEro Npoduns 1
ero COAEepX1UMOoro, caenamn ero Tonbko "ans apysen',

3. He pasmelyai 1 He ykasbiBan MHOpMaLuo, KOTopas MOXeT Koro-nubo
ockopBNATL UnNn obnxaTb.

ABTOpCKOe npaBo

CoBpeMEHHbIE LLKONbHWKM - aKTVBHbIE NONb30BaTENMN LMMPOBOro NPOCTPaHCTBa.
OfHaKo Aaneko He BCE 3HAIOT, YTO NOMb30BaHNE MHOMMMW BO3MOXHOCTAMM LIMPpOBOro
Mupa TpebyeT cobniogeHnsa Npas Ha MHTEeNNeKTyanbHylo COOCTBEHHOCTD.

TepMuH "MHTEeNNeKkTyanbHaa coBCTBEHHOCTL" OTHOCUTCA K pa3fiMdHbIM TBOPEHUAM
4enoBeYecKkoro yma, HadnHas ¢ HOBbIX N3006peTeHnin n 3HakoB, o6o3Ha4aoLWwmnx
coBCTBEHHOCTb Ha NPOAYKTLI M YCNYIU, U 3aKkaH4YvMBas kKHUramu, potorpacusmu,
KMHOMNbMaMK U My3blkanbHbIMW NPOU3BEAEHUAMMN.

ABTOpCKME NpaBsa - 3TO NpaBa Ha WHTENNEeKTyanbHyl0 COOCTBEHHOCTL Ha
NPOV3BEAEHNSA HAYKW, NMUTEpPaTypbl U UCKyccTBA. ABTOPCKWE Npaga BbICTyNaloT B
Ka4ecTBe rapaHTUK TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUA TPYA aBTopa He ByaeT
HanpacHbIM, 4acT eMy CnpaBefnBbIE BO3MOXHOCTW 3apaboTaTh Ha pesynbrartax
CBOEro TpyAa, NoNy4uTs U3BECTHOCTL U NpU3HaHKe. HukTo 6e3 paspelueHus aBTopa He
MOXET BOCNPOW3BOANTL Ero NPOU3BeAeHNe, pacnpocTpaHsaTh, NyGnnyHo
AEMOHCTPVUPOBATh, NPOAABAaTh, UMNOPTMPOBATL, MycKaTb B NpoKaT, nyGnn4yHo
UCMONHATL, NOKA3bIBATL/MCNONHATL B 3dupe unu pasmewlaTs B VIHTepHeTe.

Mcnonb3oBaHune '"nupaTtckoro” nporpamMHOro obecnevYeHus MOXEeT MNpUBEecTU K
MHOrMM puckam: OT NOTepWU [OaHHbIX K TBOMM akkayHTam [0 OnokupoBKM TBOEro
YyCTPOWCTBA, rae ycTaHOBNeHa HeneranbHas nporpamma. He ctouT Takke 3abbiBaTb,
YTO CYLLECTBYIOT neranbHble 1 BecnnaTtHble NporpaMmel, KOTOPbIE MOXHO HANTU B CETW.



